1. Introduction

We take your privacy very seriously and are committed to protecting your personal data. This Privacy
Policy details how we, Tally Marketplace Limited of 26 Nutcroft Road, London SE15 1AF (we, us)
collect, use and process personal data. If you have any questions on this Privacy Policy or otherwise
relating to how we process your personal data you can contact us at hello@tallymarket.co.uk or by
post to 26 Nutcroft Road, London SE15 1AF.

This Privacy Policy affects your legal rights and obligations so please read it carefully. If you do not
agree to be bound by this Privacy Policy, please do not provide personal data to us.

We may update this Privacy Policy from time to time at our discretion and in particular to reflect any
changes in applicable laws. If we do so, and the changes substantially affect your rights or
obligations, we shall notify you if we have your email address. Otherwise, you are responsible for
regularly reviewing this Privacy Policy so that you are aware of any changes to it.

We are the controller of the personal data provided to us for the purposes of applicable data
protection legislation.

2. What personal data do we collect?

By personal data we mean identifiable information about you. We may collect, use, store and
transfer different kinds of personal data about you:

e Contact Dataincludes data such as your email address, telephone number and
correspondence address

e Identity Dataincludes data such as first name, last name, date of birth, job title and
signature, team access code and employer name

e Technical Data includes data such as internet protocol (IP) address, your login data, browser
type and version, cookies, time zone setting and location, browser plug-in types and
versions, operating system and platform and other technology on the devices you use to
access our website and any communications we may send to you.

e® Usage Data includes information about how you use our website such as information about
your visit to our website, including the full Uniform Resource Locators (URL) clickstream to
and through, pages you viewed or searches you made, page response times, download
errors, length of visit, page interaction information (such as scrolling, clicks, and
mouse-overs), and methods used to browse away from the page.

e Marketing Data includes your preferences in receiving marketing from us and your
communication preferences.

e Financial Data includes any payment data we receive from you or from any third party
payment provider that we use. For our workspace owners, we hold your bank account details
so that we can make payments to you when a booking is made for your workspace on our
website. For our members, [payment for Tally Tokens is through Stripe.

We do not knowingly collect data relating to children. Our website and business are for users aged at
least 18.


mailto:hello@tallymarket.co.uk

We also do not actively collect special categories of personal data such as information relating to
your race or ethnic origin, political opinions, religious beliefs of other beliefs of a similar nature,
physical or mental health or condition, sex life and sexual orientation.

Personal data you provide to us

You may provide personal data to us for the following reasons:

eYou are an employee of or otherwise represent one of our members, including the
administrator who sets up an account for a booking client and each member of the team;
You are an employee of or otherwise represent one of our workspace owners;
You or your employer provide services to us;
You apply to work with us;
You provide feedback or reviews to us, respond to a survey or questionnaire;
You fill in a form or sign up to receive marketing communications or newsletters from us;
You otherwise contact us including with queries, comments or complaints whether directly
or through our social media channels.

We shall process all such personal data in accordance with this Privacy Policy. Certain personal data is
mandatory to be provided to us in order that we can fulfil your request and we shall make this clear
to you at the point of collection of the personal data.

All personal data that you provide to us must be true, complete and accurate. If you provide us with
inaccurate or false data, and we suspect or identify fraud, we will record this, and we may also report
this to the appropriate authorities.

When you contact us by email or post, we may keep a record of the correspondence and we may
also record any telephone call we have with you.

Personal data we automatically collect about you

If you use our website, we may automatically collect and store information about your Technical Data
and Usage Data.

Some of this information is collected using cookies and similar tracking technologies. If you want to

find out more about the types of cookies we use, why, and how you can control them, please see our
Cookies Policy available on the relevant website.

Personal data we receive from others

If we reasonably believe that any of the personal data you have provided to us is inaccurate, we may
receive further personal data from third parties, such as Companies House, credit reference agencies
and the electoral register, confirming or otherwise, your identity.

We may also receive personal data about you from our third-party service providers, including our
third-party platform hosts, our payment service providers, and our analytic providers.

Given the nature of our services, we may receive information about you from our other clients. If you
are a member, we may receive information about you from a workspace owner if you have booked
their workspace. Likewise, if you are a workspace owner, we may receive information about you



from a member who has booked your workspace.

3. Lawful use of your personal data

We will only use your personal data where we have a lawful basis to do so. The lawful purposes that
we rely on under this Privacy Policy are:

e consent (where you choose to provide it);

e performance of our contract with you;

e compliance with legal requirements; and

e |egitimate interests. When we refer to legitimate interests, we mean our legitimate business
interests in the normal running of our business which do not materially impact your rights,
freedom or interests. For instance, if you are a booking client and we have your email address,
you might reasonably assume we'd use it to update you about your account activity for
example bookings.

If you enter into a contract with us then we shall use your personal data, in particular your Contact
Data and Identity Data to perform our obligations and exercise our rights under such contract and to
manage our contractual relationship with you. In particular, if you are a client on our website, we
shall use your personal data to perform our obligations and exercise our rights under our Terms of
Service, including to contact you as appropriate about your account and relationship with us and to
contact you about billing matters.

We may from time to time need to use your personal data to comply with any legal obligations,
demands or requirements, for example, as part of anti-money laundering processes or to protect a
third party’s rights, property, or safety.

We may also use your personal data for our legitimate interests to ensure the proper and continued
function of our website and business including:

e toimprove our website and services;
e for internal operations, including reporting, troubleshooting, data analysis, testing, research,
development and statistical purposes.

ein connection with, or during negotiations of, any merger, sale of assets, consolidation or
restructuring, financing, or acquisition of all or a portion of our business by or into another
company;

e to deal with any questions or comments you raise;

e for audit purposes; and

® to contact you about changes to this Privacy Policy and/or our Terms of Service.

4, How we share your personal data

Given the nature of our services, we will share personal data about you with other clients. If you are
a member, we may share information about you with a workspace owner for the purpose of
requesting, making and confirming bookings. Without sharing your data, we would not be able to
carry out your bookings. Likewise, if you are a workspace owner, we may share information about
you with a member who wishes to book your workspace.



We may disclose your personal information to third parties for our legitimate business interests to
ensure we can conduct our business as follows:

e we may share your personal data with our service providers, sub-contractors and agents that
we may appoint to perform functions on our behalf and in accordance with our instructions,
including IT software and service providers, hosting service providers, administrative service
providers, payment providers, accountants, auditors and lawyers. We shall provide our service
providers, sub-contractors and agents only with such of your personal data as they need to
provide the service for us and if we stop using their services, we shall request that they delete
your personal data or make it anonymous within their systems.

ein connection with, or during negotiations of, any merger, sale of assets, consolidation or
restructuring, financing, or acquisition of all or a portion of our business by or into another
company in which case we may disclose your personal data to the prospective buyer of such
business or assets;

ein order to enforce or apply our terms and conditions which regulate the relationship between
you and us and other applicable agreements or to protect the rights, property, or safety of
Tally, our customers, or others. This includes exchanging information with other companies
and organisations for the purposes of fraud protection;

eto comply with any legal obligations, demands or requirements, for example, as part of
anti-money laundering processes or to protect a third party’s rights, property, or safety then in
doing so, we may share your personal data with third party authorities and regulatory
organisations and agencies;

eto assist us in conducting or co-operating in investigations of fraud or other illegal activity
where we believe it is reasonable and appropriate to do so; (d) to prevent and detect fraud or
crime;

ein response to a warrant, court order, or as otherwise required by law;

e to assess financial and insurance risks;

e to recover debt or in relation to your insolvency;

e to develop and manage our customer relationship with your employer if they are a client; and

e to develop and improve our services and systems.

5. Where we hold and process your personal data?

Some or all of your personal data may be stored or transferred outside of the United Kingdom and/or
European Economic Area (the EEA) for any reason, including for example, if our email server is
located in a country outside the United Kingdom or the EEA or if any of our service providers are
based outside of the United Kingdom or the EEA.

Where your personal data is transferred outside the United Kingdom and/or the EEA, it will only be
transferred to countries that have been identified as providing adequate protection for personal data
or to a third party where we have approved transfer mechanisms in place to protect your personal
data.

6. Security

We shall process your personal data in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage. In particular, access is restricted to employees who need to know your
personal data, and we use appropriate password protection and appropriate strong encryption



electronic measures within our electronic data management systems.

However, unfortunately, because of the nature of electronic storage, we cannot promise that your
personal data or any other data you provide to us will always remain secure. If there is a security
breach, we will do all that we can as soon as we can to stop the breach and minimise the loss of any
data.

7. Marketing

You may consent to receive marketing email messages from us about our website, services and
business generally or if you are a member or workspace owner, we may send you such marketing
messages for our legitimate business interests. You can choose to no longer receive marketing
emails from us by contacting us or clicking unsubscribe from a marketing email. Please note that it
may take us a few days to update our records to reflect your request.

If you ask us to remove you from our marketing list, we shall keep a record of your name and email
address to ensure that we do not send to you marketing information. If you still have an account
with us, we shall continue to email you in relation to your account only.

8. Retention

Subject to the provisions of this Privacy Policy, we will retain personal data in accordance with
applicable laws.

In particular, we shall retain your personal data for as long as you access or use our website.
However, we may also be required to retain personal data for a particular period of time to comply
with legal, auditory or statutory requirements, including requirements of HMRC in respect of
financial documents.

Where we have no legal basis for continuing to process your personal data, we shall either delete or
anonymise it or, if this is not possible (for example, because your personal information has been
stored in backup archives), then we will securely store your personal information and isolate it from
any further processing until deletion is possible.

9. Your rights

You have a number of rights under applicable data protection legislation. Some of these rights are
complex, and not all of the details have been included below. Further information can be found here

° Right of access: You have the right to obtain from us a copy of the personal data that we
hold for you.
° Right to rectification: You can require us to correct errors in the personal data that we

process for you if it is inaccurate, incomplete or out of date.

° Right to portability: You can request that we transfer your personal data to another
service provider. Where you have provided us with information for the purposes of
entering into a contract with us, you have a right to receive the personal information
you provided to us in a portable format. You may also request us to provide it directly to
a third party, if technically feasible. We’re not responsible for any such third party’s use
of your account information, which will be governed by their agreement with you and
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any privacy statement they provide to you.

° Right to restriction of processing: In certain circumstances, you have the right to require
that we restrict the processing of your personal information. You may request us to
restrict processing your personal information if you believe that: any of the information
that we hold about you is inaccurate; we no longer need to process your information for
the purposes for which it was provided, but you require the information to establish,
exercise or defend legal claims; or we are not using your information in a lawful manner.
Please note that if you request us to restrict processing your information, we may have
to suspend the operation of your account and/or the services we provide to you.

° Right to be forgotten: You also have the right at any time to require that we delete the
personal data that we hold for you, you believe that: we no longer need to process your
information for the purposes for which it was provided; or we are not using your
information in a lawful manner. However, whilst we respect your right to be forgotten,
we may still retain your personal data in accordance with applicable laws. Please note
that if you request us to delete your information, we may have to suspend the operation
of your account and/or the services we provide to you.

° Right to stop receiving marketing information: You can ask us to stop sending you
information about our services, but please note we shall continue to contact you in
relation to any matters relating to your account, if you have one.

We reserve the right to charge an administrative fee if your request in relation to your rights is
manifestly unfounded or excessive.

If you have any complaints in relation to this Privacy Policy or otherwise in relation to our processing
of your personal data, please tell us at hello@tallymarket.co.uk. We shall review and investigate your
complaint and try to get back to you within a reasonable time. You do also have the right to contact
the Information Commissioner, see www.ico.org.uk or if you are based outside of the United
Kingdom, please contact your local regulatory authority.

10. General

Our website may contain links to third party websites, plug-ins and applications. We are not
responsible for the content of such third-party content, or their privacy statement and if you provide
any information to the third-party, then you should check the third-party website to find the
applicable privacy policy.

If any provision of this Privacy Policy is held by a court of competent jurisdiction to be invalid or
unenforceable, then such provision shall be construed, as nearly as possible, to reflect the intentions
of the parties and all other provisions shall remain in full force and effect.

This Privacy Policy shall be governed by and construed in accordance with English law and you agree
to submit to the exclusive jurisdiction of the English Courts.

This Privacy Policy was last updated on 2 March 2021. You may contact us if you wish to review any
previous version.
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